SECURITY SERVER INSTALLATION GUIDE
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1. Introduction

Netop Remote Control Security is a centralized authentication server for Netop Remote Control
Hosts. It can also act as a centralized log server for Netop activity from both the Netop Host and

Netop Guest.
The Security Server consists of two components

e the Security Server which is the engine that runs, listens, and processes the authentication
requests from the Host.
o the Security Manager which is a GUI to edit the security roles and role assignments in the

database. The Security Manager also allows you to view the Netop activity log.

This document walks you through the installation of Netop Security Server and integration with an
SQL database and the Active Directory, ensuring functionality with Netop components.

This guide does not explain all options within the Security Server. For detailed information on the
Netop Security Server complex functionality, refer to the Netop Remote Control Administrator’s
Guide.

1.2 Prerequisites

Before you begin, make sure that you meet the following prerequisites:

e acopy of the Netop Remote Control Security Server MSI file

e avalid serial number

e you have installed a Netop Guest and a Netop Host on different devices,

e you can make a remote control connection between the two.



2. Required setups prior the Security Server Installation

1.1 Create domain admin account user

To create a domain account in the Active Directory server, proceed as follows:

Go to Start>Programs>Administrative Tools.

Click on Active Directory Users and Computers.

In the Active Directory Users and Computers window, expand <domain name>.
Right-click on Users.

Go to New.

Select User.

N o g wDdh e

In the New Object - User dialog box, do the following:
* Inthe First name and Last name fields, type a first and last name for the account.
* In the User logon name field, specify the username that is used to log on to the Active

Directory domain.

New Object - User X

Createin: nrclocal/Users
2

First name: lNeiOD Security | Initials: I:I
|
|

Last name: IServer

Full name: |Netop Security Server

User logon name:
‘NSSAdmin] | @nrclocal <

User logon name (pre-Windows 2000):
|NRC\ | |NSSAdmin

< Back Next > Cancel

8. Click on Next.
9. Inthe Password field, type a password for the account, and then in the Confirm password field,

retype the password.



NOTE: To install the Security Manager, it is necessary that you are an administrator or a user with
local administrator rights to the server and with access rights to the Windows Server console.

10. Select User cannot change password and Password never expires:

New Object - User

& Createin: nrclocal/Users

X

Password:

Confirm password:

Password never expires
[[] Account is disabled

[[] User must change password at next logon
User cannot change password

| <Back

[Net> ] [ Cancel |

8. Click Next, then click Finish. The domain account users will be added to the domain.

To give the domain account administrative privileges, proceed as follows:

1.

Right-click on the created user account and select Add to a group.
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In the Select Groups dialog box, search for the group name by entering the name in the Enter
the object name to select field and clicking Check Name.

Select Groups X

Select this object type:

_Gmmur&ll—h security principals Cbiect Types...
From this location:

rrc Jocal

Enter the obsect names to select [sxamples).

domar % Mames

3. Click on OK,

4. If multiple group names are found, select Domain Admins.

Multiple Names Found

More than one object matched the name “domain”. Select one or more names
from this list, or. reenter tha name.

Matching names:
Name Description In Folder
Designated administratees of th nre Jocal/Users
%Domm Computers All workstations and servers joi...  nrclocal/Users
%Doman Cortrollers All domain controflersinthe do...  nrclocal/Users
%Domm Guests All domain guests nrc Jocal/Users
%Domm Users All domain users nre Jocal/Users

[ox 17 conce

5. Click OK. The selected group is displayed in the Select Groups dialog box:

Select Groups *
Select this object type:

Groups or Buili-n security principals Object Types...
From this location:

Enter the obsect names to select (zxamples).

Doman Admins | Check Names

6. Click OK. The selected domain account was granted administrative privileges.



1.2 SQL setup
1.2.1 Add the domain account user to the SQL DB

In SQL Server Management Studio, open Object Explorer and expand the Security folder.

Right-click the Logins folder and click New Login....
Search for the domain account user and make sure to select Windows authentication.
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4. Click OK.



1.2.2 Create the NSS DB

In the Object Explorer, right-click on the Databases folder and click on New Database... In the New

Database window, type a name for the Netop Security Server database and make the domain
account user the DB owner.

| {3 New Database - a X

- ey S st ~ [Hep

_—f Options

|4 Flegroups Database name [NSS-DB.AD _
Database files

3 Logical Name  Fie Type Fiegroup _Intial Sze (MB)  Autogrowth / Maxsize
NSS_DB_LAD ROWS PRIMARY | 8 By 64 MB, Unlimited
NSS_DB_A LOG Not Appicable 8 By 64 MB, Unimtted

Connection

Server

W2016SQL

Connection

sa

8¢ View connection properies

Progress

Ready < L
Add Ramove
OK Cancel

Click on OK.



3. Install the Security Server

Prerequisite: add the domain admin user to the Windows Local Administrator list on the machine

where you install the Netop Security Server.

o
File Action View Help
o 2m XE = H

& Local Users and Groups (Local) || Name Description Actions
Users

Groups

& Access Control Assist.. Members of this group can remot... Groups
. Administ|
& Backup G
& Certificat| Ganaral 5
& Cryptogr ons
o Dis!nbulq’ \b Administrators

& Event log “9

& Guests
& Hyper-v Description Administrators have complete and unrestricted access
& 1IS_IUSRS to the computer/domain

BNetwork| 0

& Performa & e

& Performa 52, NRC\Domain Admins

B Power Us & NRC\NSSAdmin (NSSAdmin@nrc local)
&% Print Ope
& RDS Endg
&% RDS Man
% RDS Rem
& Remote [
£ Remote

&% Replicato

% s A Changes to 3 user’s group membership
torage Add Remove  are not effective unti the next time the

& System M user logs on

Sl ] o
% NetOpA(| Apply Help

Administrators Properties ? ¥ | [on=

1. Log into the Windows Server console using the account with local administrator rights (the
one mapped with teh NSS DB on the SQL server).



Go to the folder you have saved the Netop Remote Control Security Server MSI and double-

click it. The Netop Security Server — Setup is displayed.

M Netop Security Server - Setup X

Welcome to Netop Security
Server Setup Wizard

The Wizard will install Netop Security Server on your
computer. Click Mext to continue or Cancel to exit the
Setup Wizard.

WARNIMG: This program is protected by copyright law
and international treaties,

Netcop

Mext = Cancel

3. Click on
4.  Accept the Netop End-User License Agreement.
M Metop Security Server - Setup *

End-User License Agreement

Netcp

Flease read the following license agreement carefully.

Netop End User License |
(Right of Access)
Agreement

This End User License Agreement (‘EULA") is between
the customer identified on a specific order document for

0 I accept the terms in the License Agreement

()1 do not accept the terms in the License Agreement

< Back Cancel

5. Click on



Specify the username, organization and the Netop Security Server Serial Number (sometimes
referred to as the License Key).

M Metop Security Server - Setup x

Customer information

Pleasze enter your information. N Etbp

User name:
INE1:an

Organization:
INEmpl

License key:
I’AE'I.-'K'L"I.I"I.-'EDAQIDESVNHAP‘TF'.EF'.TIEF'.HELF SUEMISTWIY 2MID 55 345564

7. Click on Next.

M Metop Security Server - Setup et
Setup Type
Choose the setup type that suits your needs, N Etc’p

Typical
Installs the most common program features. Recommended for
most users.

Custom

Allows users to choose which program features will be installed
and where they wil be installed. Recommended for advanced
Lsers,

Complete
All program features will be installed (requires most disk space].

< Back Mext = Cancel

8.  Select the Typical setup type.



Some Netop features might require a restart of the Netop service or the computer.

"M MNetop Security Server - Setup *

Restart Warning
Some features may reguire a restart of a service or the computer., N Etc’p

The following features may require a restart. To delay restart of services until next planned
restart of the computer, please uncheck the box below. To delay restart of the computer
please dedine to restart when prompted at the end of Setup. Or go back to the previous
page and deselect the feature(s) requiring a restart.

SMMP Logging Service

B Restart service if needed

9. Make sure that the Restart service if needed option is checked.
10. Click on Next.

M Netop Security Server - Setup X

Windows Firewall Configuration

Allow Metop Security Server to communicate through Windaws Firewall N Etbp

To work properly Metop Security Server must be given permission for incoming netwark
connections in Windows Firewall

B allow Netop Security Server to accept incoming network connections

11. Make sure that the Allow Netop Security Server to accept incoming network connections

option is checked.



12. Click on
M Metop Security Server - Setup

Ready to install

The Setup Wizard is ready to begin installation,

Netop

Click Install to begin the installation.

If you want to review or change any of your installation settings, didk Back. Click Cancel to

exit the Setup Wizard.

[ ] save Installation files for future use {Change or Repair)

Optionally, you can choose to
13. Click on

"M Metop Security Server - Setup

Netcp

Uncheck the
15. Click on

Cancel

Install

< Back

X

Completing the Netop Security
Server Setup Wizard

Click the Finish button to exit the Setup Wizard.

B Launch the Netop Security Server product

checkbox.



Configure the Security Server

1. From the Windows desktop go to the Start > All Programs > Netop Remote Control and run as
administrator the Security Manager. The Netop Security Manager Setup Wizard will be
displayed.

2. In the Logon to Database dialog box, make sure that the Create local test database option is
not selected and click Change.

¥ Netop Sec
ile Records Edit View Options Help

TARARSO (R TER

[whete |UseiNiame LIKE Az 7]
Netop Security Management

Logon to Database

X

] Create local test database

Do e
e
Fassword

logn | [ Codled | | e £t

The Select Data Source dialog box will be displayed.
3. Select the Machine Data Source tab.

Select Data Source >

File Data Source  Machine Data Source

Data Source Name Type Description

]

A Machine Data Source is specific to this machine, and cannot be shared.
"lUser" data sources are specfic to a user on this machine. "System” data
sources can be used by all users on this machine, or by a system-wide service.

QK Cancel Help




4. Click on New.
5. Inthe Create New Data Source dialog box, select System Data Source (Apply to this machine

only).

Create New Data Source X

Select a type of data source:
‘ (O User Data Source {Applies to this machine only)
’c ‘ I (®) System Data Source (Applies to this machine only)

Selecting System Data Source creates a data source
which is specific to this machine, and usable by any
user who logs onto this machine.

<Back | NV | | Cancel

6. Click on Next.

7. Select SOL Server as driver for which you weant to set up a data source.

Create New Data Source X

Select a driver for which you want to set up a data source.

>

Name

r: | Microsoft Excel-Treiber (*xls)
1 Microsoft ODBC for Oracle
Microsoft Paradox Driver (".db )
Microsoft Paradox-Treiber (*.db )
Microsoft Text Driver ("bd: *.csv)
Microsoft Text-Treiber (" bd; *.csv)

<

DO DO <

<

v

coack | Ny ] | Come

8. Click on Next.

9. Click on Finish. The Create a New Data Source to SQL Server wizard will be displayed.

10. Type a name for the data source and from the Server drop-down list select the MS SQL
server you will connect to:



Create a New Data Source to SOL Server X

This wizard will help you create an ODBC data source that you can use to
connect to SQL Server.

What name do you want to use to refer to the data source?

%ﬂ ' Name: [NSS_DB_AD |

\ How do you want to describe the data source?
Description: |NSS_DB_AD |

Which SQL Server do you want to connect to?

| Server: | ISR v]
|
[ Fnsh ] Ne>d>v|>J Cancel Help

Click on Next. Make sure that the following options are selected:
+ With Windows NT authentication using the network login ID

» Connect to SQL Server to obtain default settings for the additional configuration options.

Create a New Data Source to SQL Server X

How should SQL Server verify the authenticity of the login ID?

(® With Windows NT authentication using the network login ID.

%! @) With SQL Server authentication using a login |D and password

entered by the user.
To change the network library used to communicate with SQL Server,
click Client Configuration.
\
\ Connect to SQL Server to obtain default settings for the
additional configuration options.
[ Logn |D: Inssadmin

<VBad(Cancel,He|p

11. Click on Next.
12. Select Change the default database to <the Netop Security Server DB, as defined in the SQL
Server>:



Create a New Data Source to SQL Server X

[] Change the default database to:

NSS DB_AD v

[[] Attach database filename:

[4] Use ANS! quoted identifiers.
Use ANSI nulls, paddings and wamings.

Use the failover SQL Server if the primary SQL Serveris not
available

jééédfﬁﬁ_ | Cancel | | Hep

13. Click on Next.
14. Click Finish. The ODBC Microsoft SQL Server Setup dialog box will be displayed:

ODBC Microsoft SQL Server Setup X

Anew ODBC data source will be created with the following
configuration:

Microsoft SQL Server ODBC Driver Version 10.00.143393

Data Source Name: NSS_DB_AD

Data Source Description; NSS_DB_AD
Server: W2016SQL

Database: NSS_DB_AD

Language: (Default)

Translate Character Data: Yes

Log Long Running Queries: No

Log Driver Statistics: No

Use Regional Settings: No

Prepared Statements Option: Drop temporary procedures on
disconnect

Use Failover Server: No

Use ANSI Quoted Identifiers: Yes

Use ANSI Null, Paddings and Wamings: Yes
Data Encryption: No

| Test Data Source.. | OK | | Cancel |

[

15. Test the data source. If successful, click OK.




SQL Server ODBC Data Source Test X

Test Results

Microsoft SQL Server ODBC Dnver Version 10.00.143393
Running connectivity tests...

Aftempting connection

Connection established

Verifyi : .

Disconnecting from server

TESTS COMPLETED SUCCESSFULLY!

16. Click OK three times to reach the Logon to Database dialog box.

¥ Netop Security Manage

File Records Edit View Options Help

[OWhere  UseiName LIKE

Netop Security Management

Logon to Database xX
el

Es:R

EEE [ Create local test database

Data source: NSS_DB_AD

e

P

G | [ [ 6

Ready

16. Enter the password and click Logon.

17.In the Netop Security Server — Security Server Public Key dialog box, click to Generate New
Public Key.



Netop Security Manager - Security Server Public Key

8 W

In order to secure a trusted connection between your Hosts and Securty Servers, 3
Public/Private Key exchange will take place. Al Securtty Servers reading this database
will belong to the group identffied by the Public Key:

X

( Generate NerPubkc Key | Copy to cipboard

mmmmmmmm&ymwm For production
er ded to generate a new Public Key for your Hosts before
deployment, mshoddu.lﬁﬂci(eyﬂbewed

You should restrict access to reading the Private Kay in the database
lywdwlhehﬂcl@y you must restart your Securty Servers, reconfigure and
restart all your Hosts.

T

18. Click on Generate New Public Key.

19. Select the public key generated then click Copy to clipboard.

20. Click on Next twice.

21.Inthe Group Name (Private) field enter your domain and re-enter itin the Confirm Group Name

field.

Netop Security Manager - Security Server Group Name

compatibity lnmmmdedlowd&emﬂommdunlhemmmud

Group Name (Private) o I
Confirm Group Name [ooooc ]
Group ID (Pubiic) {20508022&285558557*37380555899 ]

The Securtty Server Group Name is not public. In order to connect to the Server Group,
the Hosts must be configured with the Group ID generated above. You should restrict
access to reading the group name in the database

Changes to the group name do not take effect until you restart a Securty Server. ¥ you
have servers running and you change the group name, you must restart all your Securty
Servers and reconfigure all your Hosts

T T

22. Click Next. The Security Server list will
appear in the server field.

be displayed. The name of your Security Server will




Netop Security Manager - Security Server List X

"4 W

Enterthe Netop Host IDs forthe Security Server(s) in this group. For security reasons, you
must restart all running servers before staring the new server you add here

.Sa'vus Run Answer Access Server Kay

(W2016NSS : Remove | | Edt.. || Hep

B ]| Mets | Camcn

23. Click Add to add your Security Server to the database, then click Next.

24. Select Guests enter Directory Services username and password.

Preferred Guest Type X

Please select your prefemed security mode

5 (O Guests enter Windows usemame and password
ﬁ (O Guests enter Netop Guest ID and password

88 (O Guests enter RSA SecuriD usemame and passcode

%gz (® Guests enter Diractory Services usemame and password

Some Hosts are not able to handie Windows users. These hosts wil always ask the Guest
to prompt the Netop way.

oo [ ey ] [ Goes




25. Click Next and select Always the Workstation.

Netop Security Manager - Preferred Host Type X

2

Please select your prefered Host type

5 O Windows User,  one is logged in, otherwise Workstation
0 (@) Always the Workstation

‘,, O Netop Host ID

In the first moda, you may accass a computer f you may accass the parson who is loggad
in, even  access to the workstation tse is denied. To lock a server, uncheck the Host's
‘Enable User Name' box in the Program Options - Hostname tab

<Back @ Cancel
26. Click Next, then close Netop Security Manager.
Open a txt file and paste the Security Server Public Key you have previously saved to clipboard.




Launch the Security Server module and run the setup wizard

1. From the Windows desktop go to the Start menu and select >
>
It is required that you select to by checking the box.
2. Enter Windows credentials that have been added to the Local Administrators Group on this
server.
Runas
In order for the Netop Security Server to query a Windows server for users

and groups you need to enter a valid user name, password and domain that
agives the Host (Security Server) adequate rights to do so.

—Run Host as specific user
[V Enable
User name: | LocalAdminstrator
Password: I sscsscsese
Domain: | YourDomain
[~ Automatically change to random password every week

| Ok I Cancel Help

3. Click OK. The Netop Security Server Setup Wizard will be displayed.

Metop - Setup Wizard ﬂ

Welcome to the Netop
Setup Wizard

This wizard will guide you through the selection of
certain setup options to make the Metop
module ready for use.

Click Mext to proceed.

Netcp

Mext = | Cancel |




Click Next.

Metop - Setup Wizard il
Wizard Mode
Select setup type. Net(.rp
+ Default

Select this option to use a default setup.

i Custom
Select this option to enable a custom setup.

< Back Mext = Cancel

5. Make sure that the Default option is selected.
6. Click on Next.

Metop - Setup Wizard il
Netop Host Startup Mode
Select how Metop Host shall be started Netop

f* sStart with Windows

Select this option to load and start Netop Host minimized with Windows. Recommended to
enable Log On to Windows by remote contral,

" Load manually
Select this option to load Netop Host manually.

< Back Mext = Cancel

7. Make sure that the option to Start with Windows is selected.
8. Click on Next.



9. Enter a secure password that can be used later to remote control the Security Server from your

Netop Guest. Make sure to confirm the password.

Metop - Setup Wizard il

Default Guest Access Password
Specify a password required from all Guests to connectto the Host. Netop

Spedfy password:
o

Re-enter password:

« Back Mext = Cancel

10. Click on Next.
11. Make sure that you choose not to configure WebConnect by selecting No.

Metop - Setup Wizard il

WebConnect
Would you like to connect directly, or using WebConnect™etop Paortal? Netop

i Yes

Select yes if you want this Metop module to connect to other Netop modules using
WebConnect or Netop Portal,
Make sure to select the correct method below,

INEtDD Portal ;I

* No
Select no if you want this Metop module to connect to other Metop modules directly or
through one or more Metop Gateways.

WebConnect and Metop Portal are services that provide connectivity across the internet.
They do not require direct visibility between end points.

< Back Mext = Cancel

12. Click on Next.



13. Select the option.

Metop - Setup Wizard ﬂ

Register your Netop License on-ine
Register with the Metop manufacturer to qualify for technical support Netop
and receive product news.

" Yes, I want to register my Netop license on-line

Select this option to display the Metop "Register ondine™ web page on your Internet
browser when dicking Mext.

" Mo, but remind me later
Select this option to prompt me for registration the next time the Netop module is loaded.

* Mo, Ido not want to register my Netop License now

Select this option to register manually by using the registration card induded in the Metop
package or register on-ine from the Metop module.

< Back Mext = Cancel |

14. Click on

Metop - Setup Wizard ﬂ

Setup Wizard completed

Your Metop module is now set up and
ready for use.

To change the setup, use the Metop
moadule Configuration menu items.

Netop

< Back Finish | Cancel |

15. Click on



16. The Netop Security Server is now running. The Netop Security icon appears in the system tray.

G @€ = 6 W

B B & @
Sl — i g + 120%
4:00 PM
v & w6 FW 000
17. Right click on the icon and select Restore.
@ Metop Security Server - Running - |I:I|£|
File Wiew Action 5Session Jools Help
i @y | ¥ @ Sads | YR
Mames I Messages I Securty Server
General | Connections I History I Services I Communication
~Status
IF‘.unning
~Host ID
| ws-170-063
—Address
| 192.168.170.63

| | 192.168.170.63




18. Go to the Tools menu and select Security Server Setup. The database setup will be

displayed.

Metop Security Server Setup il

—ODBC Setup
[ata Source Mame [DSM] INetEIp_Seu:urit_l,l_EvaIuatiDn |

ger|D ; I
Paszword : I (11l 11111111111 1111 1 1 1d]7]

Logan... I

— Information

Status Error ; Databaze table error.

Secunty Server Group 1D ;
Public Key :

Ok | Cancel | Help |

In the upper-right corner of the page, click the ellipsis button. The Select Data Source page will be

displayed from where you will select the desired database.

Select Data Source il

File Data Source | Machine Data Source

Look in: I Documents j il

DSN Mame: Mew...

Select the file data source that describes the diver that you wish to connect to.
You can use any file data source that refers to an ODBC driver which is installed
on your machine.

QK Cancel Help




20. Click the Machine Data Source tab, select the NetOp Security Evaluation data source name

and click OK.
Lagin iI

— Data Source oK |

MetOp_Securty_Evaluation
Cancel |

— Authorization
Login name: I Database. .. |
Pagswaord: I Help

21. No need to enter credentials; just click OK.

Netop Security Server Setup ﬂ
DDEC Setup
Data Source Mame [DSM] MSS5_DB_AD J
Uzer D : |r'|: sadmin
Password | seveecoee

Information
Status ; Browszing for other Security Servers,
Security Server Group D : 2D5D8022032B5E 58E573E 373905EBE33
Public Eey

MIIBIANE ghghkiGAwiBAQE FAAD CADAAMIIBCgK CAQEAIZANT ImypB aPscpiE AN
+lcCoBEU 4iH WAL OEm:< ICachk H G v3FPmiglievi) dS ggwnutSMFtPHIb+K PPy
kZ2WT DHZ<HWZ) Teebl1 CRZL 2R x5 3PFA45DeB /qP 9zhfoDiv 1 Mmba yicZqdkD
EQMBOEHIAF oD 8Hp20J 0gE +k70MEBzbLM TGN gCCTCoRFYpGLevDSYHW IBVTEBCI
FayR8aEiPDCACH BEIWE gTBZ<c T mkhiwigHE i GwtwE 1D TLWY IngShLTwdvYRq
ByvnkPSwCoD 4T ndiZyBI 110 xP2R kAT Sudzum+ayip2GewhdimBem)nw d+2ME efR C
MEIDAGDAR

Ok Cancel Help

22. Click on the Logon button.

23. Wait until you see the Information Status: “Security Server running.”
24. Click on OK.
25. Restart the Netop Security Server.



Configure the Host to use Security Server

1. Open GUI of the Host you want to use with Security Server.

=10 x|

(s Metop Host - Running

File  VWiew  Action Session Tools Help

. = i ] m

i mEp |28 AN [V B

Communication I Mames I Messages
General | Connections I History I Services

 Status

I Running

—Host ID

| WS-170-063

—Address

| 192.168.170.63

| | 192168.170.63 | @

2. Make a note of the Host ID as it is displayed in the General tab. You might want to use this ID
later when making role assignments in the Security Manager.

3. On the main menu click Tools and select the Communication Profiles option. The

Communication Profile Setup will be displayed.

Communication Profile Setup

Communication Profile List:

Close

x|

LAM (TCP)

Metop Portal
TCR/IP

[[] TCP/IP (TCP IPvE)
[] web

Mew Edit Delete

Help




4. Make sure that the TCP/IP communication profile is selected. Click on it then click the Edit

button.

Communication Profile Edit x|
 Communication Information
Ok |
Communication Profile description:
| Lan (TCP)
Cancel |
Communication Device:

ITCPHP (TCF) ;I [ Use DialHp Networking I
Help |
rTCP
[~ Optimize for internet communication Advanced |

[ Encapsulate in HTTP
[ Use prowy settings

5. Click the IP Broadcast list... button.

IP Broadcast List @

—IP broadcast list

Ad

Edit

oa:

Delete

‘| | I Disable local subnet broadcast

Ok | Cancel Help I

6. Click the Add button.

IP Broadcast List =)

Enter DNS name or IP address:

Ok Cancel

7. Enter your Security Server's DNS name or [P address and click OK.



IP Broadcast List
—IP broadcast list
Add
Edit
I |
IV Disable local subnet broadcast

8. Optionally, you might unselect to Disable local subnet broadcast.

9. Click on OK twice then click Close. You will be prompted to restart the Host.
=2 C T— - ,

.:'lnformatior_t__

You must restart the program for the changes to take effect (e.g. click on the
"Restart” button).

10. Click on OK.

(y Metop Host - Running - II:IliI
File  VMiew  Action Session Tools Help
i EAD | Tl g AP
Communication I MNames I Messages
General | Connections I Histony I Services

~Status

IRunning

Host ID

| ws-170-063

— Address

| 192.168.170.63

| | 19216817063 | @

11. On the main menu, click Actions and select Restart.



Setup option.

Log Setup

Log Setup I Metop Local | Netop Server I Windows Event Log | SNMP Traps I

Log events:

[~ LogLocaly

v Log on Metop Server

[~ Log to Windows Event Log
- Log using SMMP Traps

[ Custom Host name for all log events

| [Add 1tem

[ Custom Guest name for Connection and Session log events

| [Add 1tem

12. Once the Host’s status returns to running on the main menu click Tools and select the Log

x|

Ok

Cancel

Help

13. Select the Log on Netop Server option.
14. Click on the Netop Server tab.

Log Setup

Log Setup I Metop Local Metop Server | windows Event Log | SNMP Traps I

Select Events to view in list Events to log:
%" view all Events Act: Execute Command il
™ View Selected Act: File received

™ Connection Act: File Sent

[T Session Act: Gateway Logon

[ action Act: Help request cancelled

[T Security Act: Help request sent

™ Configuration Act: Host Reboot

Act: Host user logged off
Act: Inventory sent
Act: Keyboard and Mouse Assigned

: Keyboard and Mouse Revoked

|~

Select All

Deselect All

—Host ID for log server

Browse,.. |

Ok

Cancel

| Help

15. Click the Select All button to enable logging of all Netop events.




16. Click the Browse... button. You will be prompted to wait until the Log Servers list will be

displayed. Your Netop Security Server will be shown in the list.

Log Servers g

e e - .
[~ Log server names Select I
YOURSERVERNAME
Cancel I

4

17. Select the server name from the list and click the Select button.

Log Setup I Netop Local Netop Server I Windows Event Log ] SNMP Traps I

Select Events to view in list Events to log:

(% View all Events Act: Execute Command

" View Selected Act: File received
™ Connection Act: File Sent

] Act: Gateway Logon

Act: Help request cancelled
5 y Act: Help request sent

™ Configuration Act: Host Reboot

Act: Host user logged off

Act: Inventory sent

Act: Keyboard and Mouse Assigned
Act: Keyboard and Mouse Revoked

~Host ID for log server
| YOURSERVERNAME




18. Click on OK. The Netop Host is checking if the log server is available.

(ty Metop Host - Running - ||:||£I

Eile Wiew Action Session Jools Help
i E | X A [T 8

Communication I MNames I Messages
General | Connections I Histony I Services

~Status

I Rurining

~HostID
| ws-170-063

~ Address
| 192.168.170.63

| | 19216817063 | @

On the main menu click Tools and select the Guest Access Security option.

Guest Access Security ll

Guest Access Privileges | Guest Policy | MAC/IP Address List Setup | Encryption | Smart Card

 Guest Access Method

Use Metop Security Server ;I

 Metop Security Server

Public Key:

——BEGIN PUBLIC KEY—— =]
MIIETjANBgkghkiGIwOBAQEFAACCAQEAMIIBCOKCAQEASY 2r 2MBfhmIMHyzZXEmy

GriSiPcz9/098sgAl Fagts 2wig]0 14VFoY piv FOXGNEW q4Z0K I5aWdpkx fButDZ

IaCFacCLwsVARIpLSUy 7GLY 4 xoldMaY yFaxrgVUL ILgGZeMc +HosppAFSEGEY TS

aXkLxGuMyTkiAgMe +eTYwC fkajdkz0fWSESNIGHAES 2P fa 3pDiw 1502zM 3Va +2r

YOwikK 78 +25 2F49R dHZ P AP 4/SksOfdoMKZ 118gXj6 JDNFZ9GIEnyTn4f4s fafml

UTASU3Z3pIQ0B0 InG3TgHkz3aLiiOM 1wniT ++r9bZz959fMN [gTEMYUQUDAII05g

qQIDAGAR

———FEMND PUBLIC KEY -

ok | Cancel | Hep |

20. From the Guest Access Method drop-down list select the Use Netop Security Server option.
21. Copy and paste the Public Key from the Public Key text file that you made while setting up the
Netop Security Manager.



22. Click on OK.



7. Configure the Security Role Assignment

1. Return to the Netop Security Server computer and open the Netop Security Manager.

& Netop Security Manager - Logged on to ODBC data source "NetOp_Security_Evaluation”
File Records Edit View Options Help

8D R

Cwhere LIKE A%

= % Netop Security Management A | Guest Host Role Enabled 1D Created CreatedBy Modified ModifiedBy
2@ Security Settings

-2
& Roles
[E§] Security Policies
=@ Logging
) Security Log
g Netop Log
& Active Sessions
=€) Scheduling
& Scheduled Jobs
= 3 Windows Definitions
& Users
#% Groups
& Workstations

([[NetOp info] Mi Access server : ACCESS

<>

Ready

NUM

2. On the left tree collapse Directory Services Definitions and select Directory Services.

¥ Netop Security Manager - Logged on to ODBC data source "NS5_DB_AD"
ile Records Edit View Options Help

® e ER E|
[Jwhere LIKE A% 2

= ¥ Netop Security Management D
& @ Security Settings

W Role Assignments
a Roles

B3 Security Palicies
# Logging

& Security Log

) Netop Log

® Active Sessions
& Scheduling
. € Scheduled Jobs
B Windows Definitions
m Users
Groups b
ﬂ Workstations
% Workstation Groups
m Domains
=] ou Directory Services Definitions
% Users
g; Groups
(3 Organizational Units

il Directory Services

“;.5; Properties

ServiceMa...  DnsName Enabl.. Port S5L  BaseDN UserDn Password

]

3. Right-click on the right side of the window and select New.

B Netop Security Manager - Logged on to ODBC data source "NSS_DB_AD"
File Records Edit View Options Help

T HE| N
[where LIKE 4% 7]

= ¥ Netop Security Management D
a @, Security Settings
¥ Role Assignments
@ Roles
E3l Security Policies
# Logging
) Security Log
#5 Netop Log
& Active Sessions
=168 Scheduling
& Scheduled Jobs
= gl Windows Definitions
G Users
Groups
0 Workstations Nb
Ba) Workstation Groups Edit ...
G Demains Delete
BguzJ Directory Services Definitions
ﬂ.ﬁ Users
HL Groups
3 Organizational Units
' Directory Services
T Properties

ServiceNa...  DnsMame Enabl.. Port SSL  BaseDN UserDn Password




Enter the DNS name or IP address hosting the Directory Service, then enter the domain name:

Lecate X

R 2 %

Address (DNS name or I addness hosting the Directory Service)

e se
TCP/P port murvber 10 comnect . LDAF prescrbes 383 for sandad
g 636 for sece corrmctons
e ] [[] Use 2 secume connaction
Base ON
e

Tex

o T

5. Optionally, you can test if the Directory Service is found by clicking Test.
6. Click Next.
7. Selectthe Encrypted bind option and enter the domain admin account credentials:

Credentials X
] Anonymous bind
[ Encrypted bind
Password [eeivtecee ]
Caﬁm [...Q..... l
Test
<ok s

8. Optionally, you can test the logon to Directory Services by clicking Test.
9. Click on Next.
10. In the Filters dialog box click on Apply default values for specific service.



11. In the Select Directory Service pop-up make sure to select Microsoft Active Directory from the

drop-down list.

User search fiter |
User| Select Directory Service x| ]
User H
User ]
Grou| Select a Directory Service from the kst belows. If your Direclory _‘
Service is not hsted, the values can be lilled in marally
oU 5 :|
Mem|  Mictosoft Active Directory v ]
D [ ]
con Cara ]
Come I ]
Computer browse filter [ |
Apply defaukt values for specific service
< Back Mext > Cancel

12. Click OK. The pop-up will close. Click Next.
13. Click on Next.
14. Enter an alias for the Directory Service:

¥ Y

When you refer to this Directory Service, you will be using an akias name,
which you can choose and modify as you please here

Name irﬂ:hcd

[ kem is disabled with Netop

<M@cm

15. Click on Finish.



16. On the left tree, collapse Security Settings and select Role Assignments.

¥ Netop Security Manager - Logged on to ODBC data source “NSS_DB_AD"
File Records Edit View Options Help

S8 TR -EM
| Clwhere LIKE A%

= W Netop Security Management Guest Host Role
a8 . Security Settings
3
& Roles
K3l Security Policies
=) Logging
1 Security Log N
) Netop Leg
& Active Sessions
=@ Scheduling
@ Scheduled Jobs
=] ‘ Windows Definitions
5 Users
43 Groups
&) Workstations
&8s Workstation Groups
{7} Domains
=L, Directory Services Definitions

=
¥ Groups

3 Organizational Units
'1._' Directory Services
N Properties

Enabled ID Created CreatedBy

17. Right-click on the right side of the window and select New.

& Netop Security Manager - Logged on to ODBC data source "NSS_DB_AD"
File Records Edit View Options Help

8 FR|NT-HEM
| Cwhere LIKE A%

=W Metop Security Management Guest Host
= @ Security Settings
F Role Assignments
& Roles
B3l Security Policies
=8 Logging

i Security Log
[ e e m
& Active Sessions New batth ...
= €9 Scheduling Edit ...
& Scheduled Jobs Delete
= 3 Windows Definitions Clear
Users
#3 Groups
a Workstations
E Werkstation Groups
O Demains
1, Directory Services Definitions
7 Users
H; Groups
3 Organizational Units
4, Directory Services
5 Properties

Role Enabled D Created




18.

In the Select Guest Type dialog box select Directory Services Group.

Select Guest Type

Please select which type of Guest you wish to insert

Guest:

|' Windows group
SOWW SRy O Windows User No name
i (O Guest ID Group i (O Guest ID

Host:

g Workstation
ggOns:x SecurlD Group g O RSA SecurlD User No name
g@ Directory Services Group %g (O Dwrectory Services User

: Role
No name
.O Everybody
Press the Back button for details
cBock [ ey ] | Conl
Select Guest Type
Please select which type of Guest you wish to insert
Guest:

|' Windows group
SOMG&O = (O Windows User No name
i1 73O Guest ID Group i OGuest 1D

Host:

| Workstation
%ons/« SecurlD Group 8 O RSA SecuriD User No name
ﬁ@ Directory Services Group %g (O Dwrectory Services User

; Role
No name
Soces
Press the Back button for details
cBook [ ey ] | Conl

Click on Next,




19. Expand the Directory Service, search for the domain users group and select it.

Insert a Directory Services Group as a Guest X
B B
Enter LDAP fiter below:
| Guest:

[ J Fher Directory Services group
588 ClieUsers DCamo.DCH008 = CN=Domain Users,...

WP CNeAlowed RODC Password Replcation Group CNsUsers.OX NRC.LOCAL

9% CNeCert Publshers CNslisers,DCsnrc, DClocal

CN=Cloneable Domain Controllers CN=Users DCanre, DCsloca Host:

CN=Dersed RODC Password Replication Group CN=Users DC
9% CN=DnsAdmins CN=Users, DConvc, DCocal Warkstation
3% CN=DnsUpdateProxy CN=Users DC=nre. DC<ocal No name
% CN=Domain Admins CN=Users, DC=nrc, DC=ocal
% CN=Domain Computers CN=Users.DC=nre, DC=local
9% CN=Domain Controllers, CN=Users,DC=nrc, DC=ocal Role
% CN=Domain Guests CN=Users.DC=nrc, DC=bocal
" CN=Domain Users CN=Users DC=nwc, DCHocal No name
L4 CN=Enterpnise Admins CN=Users DC=nrc, DCslocal
¥% CN=Enterprise Key Admins CN=Users DC=nrc,DC=local
% CNeEntemrise Read-only Domain Controlers ChsUsers, DCsnr
9% ChNeGroup Policy Creator Owners CNeUsers, DCsrve, DClocal
g CNeKey Admins CNaUsers. DCenre, DCslocal 9

>

~

T v

21. Click on Next.
22.In the Select Host Type dialog box select Everyone.
23. Click on Next.

24. In the Insert Role Assignment, the Full Control security role is selected by default:

Insert Role Assignment X

8 @

Erter first characters below and select from list

Guest:

Directory Services group
CN=Domain Users,...
NRC.LOCAL

Host:

Everybody
0:

Role
2: Full Control

o [ Ay ] | s

25. Click Finish.
You have now completed your first role assignment for testing.



If you have configured everything correctly will now be able to connect from your Netop Guest to the

Netop Host using Security Server authentication and Security Server logging.



