Netop Intel AMT / vPro — User Guide

Nelop




Netop Intel AMT / vPro — User Guide

Contents
L0 A< a7 1= 3
2. PIrEr@QUISITES ..t 3
3. CoNNECE £0 The HOSE ..t sss s 4
4. First-Time CONSO0IE ACCESS ...orururierierirnsrrsensesisessessessesssssssssssssssssssssssssssssessssssssssssssssssanes 6
5. Logging into the CONSOle... s s ssssseans 7
6. Creating and Managing Profiles (this step is performed in background)........ 9
7. (Optional) Adding a New AMT Device - this is another way of adding an
AMT AEVICE ..orereeeeeereeeereeseseesesessessessessesssssss s s s 10
8. Viewing General AMT INformation......eenenensenessessessessessessessssssssessesens 12
9. Menu Options fOr VPTO DeVICE......eereseiseseeseisseessessessessesssssessesssessssssesens 13
9.1 KVM (Keyboard—Vide0—MOUSE) ......ccuvmrnrrerensensnssnessssssssssssesssssssssessssssssssenns 13
9.2 Hardware INformation ........sssssssssssssssssssssessssssssssssssssssssnes 15
0.3 LiOZS cieueereererremrenressessesssssssssssessessessesse s s st 15
B0 - 40 PPN 16
0.5 CeItifiCaAtES ..t 17
0.6 EXPIOTET e sssss s ssssss s sssssssssssssssssssssssssnenns 17
0.7 NEtWOTIK SELUNGS. .cueurieerrieeesreeseessessssssessssssessssssessssssessssssssssssssssssssessssssssssssssssssssessns 17
9.8 TLS Settings ... ssseass 17
10. Main AMT Functionalities.....cmeneensensensensenseesessessessssssssesssssessessessessessssssssssssseens 17
10,1 RESELE et 17
00T =T o PPN 17
110.3 SOFE-Off .ot 17
10.4 Incorrect Code Handling ........cccueneneneensemseenseseseesessessesesssesssesssssessssssesees 18
10.5 POWET UP t0 BIOS ...ttt ssssssssssssssssssssssssssssssses 18
11. Activation SEQUENCE SUMMATY ....ocvurrerrnenersnessssesssssssssssssssssssessssessssssssssssssssssssssssssses 18



Netop Intel AMT / vPro — User Guide

1. Overview

This guide explains how to configure, activate, and manage Intel AMT (Active
Management Technology) devices using a Host-Guest architecture.
The workflow involves:

« Selecting a Host device with Intel AMT /vPro.

« Creating and exporting an activation profile.

« Using the Host to activate the AMT device.

« Managing the device through the console (KVM, SOL, logs, certificates,
power functions, etc.).

2. Prerequisites

Install both applications:

Host application (must be installed on a device with Intel AMT/vPro
support) like the one from the image below:

b Netop Host NRC_Classic/23068/1ebel snrc-wa016-wT - 31 - Connectad [IMP-LAP-ALITA] — E
File Wiew Action Session Tools Help
TN Y ALY

Gareial | Connections | History | Senvoss | Communicetion | Names | Messages |

Sesbuz

[ Connected

Hadt 1D
|eseToe-wrac

Aadeess
[1%2.185.1. 108

L
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Guest application (client interface used to manage Host) - Ensure network
visibility between Host and Guest.

3. Connect to the Host

¢ In the Guest application, enter the Host IP address (the machine
with vPro/AMT).

@ Netop Guest Ex

File Connection Edit View Tools Help
H = (=) 4 o] 2o o G 3 > f FETE
HOPS A NGB 5P 5 &l =
[l Phonebook 1 Quick Connect 4k Connections 72 History .2 Help Request @ Recordings “Z Script b Invertory
Host Communication profile
TCR[IP Address:
| v| LAN (TCP) ~
Name (Optional, use with gateway):
[ | Edit... New..
Cornect | {Eh  Bromse Disconnect | [igf Connection Properties. ..
Browse list
Host ID User Name Phone number Communication Prafile Information
| Metop network fwindows Metwork { ntel vPro |
%

e Open the Connection tab and select AMT Console ActivateCCM
option.
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() Netop Guest Ex = [m] X

File gonnectmni Edit  View Tools Help

Remote Control JZJ\ [ i !)Jj

] File Transfer = ]

%] - P History ¥ Help Request % Recordings ¥ Scipt b Inventory
Cha

Audio-Video Chat

Remote Management

Communication profile

v | Metop Partal -

Tunnel
AMT Console Activate ACM Edit... New... Log out
AMT Console Activate CCM

Demonstrate

perties... Reload

Run Program

Execute Command
Host ID Operating System
1d4e4d15327... Ubuntu 20.04.1LTS
Manitor
la878a12bbf5...  Microsoft Windows 7 Home ...
Get Inventory

Send Message

Disconnect

Local File Transfer

r Netop Network | Windows Network | Intel vPro |

(Optional)

e For LAN (TCP) communication, enter the Host access password.
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@ Netop Guest Ex — O
File Connection Edit View Tools Help

T > » 9 X - £ X

e ¥ MR o > B e |k P |

(G Phonebook "1 Quick Conneet ¢ Connections 72 History ¥ Help Request @ Recordings % Scipt & Inventory

Host Commurication profile
TCP/IP Address:

-] LAN (TCP)

Mame {Optional, use with gateway):

] Edt... New...

Comnect | ({3} Bromse # Disconnect | [igf Connection Propertes. .
Browse list
Host 1D User Name  / Phone number Commy Leg on using Nete

“Netop

Log on to 192,168.171.194
Passward:

Ok Cancel

[ Metop Network [ Windows Network [ Intel vPro |

e C(lick OK to continue.
4. The terminal window is displayed.

e At first launch, the terminal prompts a confirmation.
Press Y.



Netop Intel AMT / vPro — User Guide

8" C:\Program Files (x86)\Netop\Netop Remote Control\Guest\console_windows_x64.exe - O X

[l C:\Program Files (x86)\Netop\Netop Remote Control\Guest\console_windows_x64.exe

thori

5. Logging into the Console

e The console window opens.



Netop Intel AMT / vPro — User Guide

Console v1.15.0

LOG IN

@ 2025 Intel Corporation

e Enter the default credentials (for the moment):

e Username: standalone
e Password: -

Console v1.15.0

Login
Sgi

standalone

Password @

LOG IN

© 2025 Intel Corporation

e Press Login.
e The Home dashboard will appear.
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Net ‘p Console v1.15.

() Dashboard

@ IEEE 802 1x
[o

1. Add a new device 2. Manage Your Device

N
Get started Understand Securi Deplo
i m ty @ p y

to the toolkit? See the documentation to leam the basics first Confused about security topics? Learn about passwords, Vault, Ready to move to Production? Check ou
cerlificales. and more (Coming Son)

& Profiles
it our deployment guide ~

6. Creating and Managing Profiles (this step is performed in
background)

e Navigate to Profiles.
e A newly created profile will appear.
e When activating AMT:

e The system creates a profile.

e Exports:
1. Encrypted profile (profile.yaml)
2. Encryption key

e These are sent to the Host.

e The Host prepares the activation package.
e The Host runs rpc.exe to communicate with the vPro device.
e Host sends status back to Guest (success or error).
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Net ‘p Console v1.15.0

() Dashboard

IEEE 802 1x +
¢ m 1 m

Total Devices

= Wirel 1. Add a new device 2. Manage Your Device
>
2 Profiles I3

Get started m Understand Security Deploy

Mew to the toolkit? See the documentation to lear the basics first Confused about security topics? Leamn about passwords, Vault, @ Ready to move to Production? Check out our deployment guide M
oo certificates, and more. (Coming Soen).

o Di

7. (Optional) Adding a New AMT Device - this is another way
of adding an AMT device

e Go to Devices — click Add New.

Net ‘p Console v1.15.0

(Al Dashboard Devices

@ IEEE 802.1x

iles
O % O @ 2z

e Fillin:

10
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Hostname = Host IP

Friendly Name = any label

Username = admin (default)

Password = same password used during Host login

Devices + Add New

Filter Devices Filter Tags
Enter text to fiter current page 8 Add a New Device |

a Hostname — Actions

[0 192.168.1.105 (client) O WO @ 7

Iter Bl 25 1of 1< < > 21
=

e Press Submit.

)

rd Devices + Add New
> 1x
Filter Devices Filter Tags -
Enter text fo filer current page N Add a New Device b
a Hostname Actions
admin
[0  192.168.1.105 (client) O W O W Z
s page. 25 1of 14 < 2> 3
0O use
[ Ailow Selt-Signed Certrficates

11
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e After submission, the device appears in the list.

Netop  Consolevi150

(A Dashboard Devices

Profiles
b W o @ 2/

LG Devices

8. Viewing General AMT Information

o Select the device to open the General AMT Information page.
From here, you can access all AMT functionalities.

12
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Net “p  Consolevi.15.0 H@& @ 0O I

(R Dashboard client
192.158.1.105

Z @ @ 0 w0

@ IEEE 802 1x
>

AMT Summary AMT Enabled Features

= Wirel Summary of AT inform AMT Ensbled 7
(@ General AMT Info

AMT DHCP DNS Suffix - AMT Version and Features
Pes Client Control Mot

AMT Trusted DNS Suffix (MEBx):

Nery(OCR): O KkvM
Bl Profiles AMT Version 1802 Remote
IDE Redirection:

AMT Buiki 4249 -
wrreDomains Keyboard-Video-Mouse (KVM) o B €C.\L .

INTE Intel® Active Management Technology Serial-Over-Lan [SOL).
La Devi L]

User Consent

) Audit Log
=8 EventLog
@ Mams

(& Certificates
anage cerificate

Q, Explorer

9. Menu Options for vPro Device

9.1 KVM (Keyboard-Video-Mouse)

e When KVM or SOL is selected, the system generates a code on
AMT Device Monitor.

13
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Remote Assistance Session (intel

v  This PC features Intel® technology enabling technician
% service by remote access,
To begin service, provide the code (below) to an authorized
technician. By providing the code, you will allow the technician
temporary control and viewing of your PC to perform service

User Consent Code: 711683

If you do not wish to allow the technician access to your PC
do not provide the code.

7

e Enter that code into the console to start KVM.

localhost:818 / 9 ¥ 3

[ AllBookmarks

Choose sncoding type Dispiay Sefecion

RLE S ~  Display 1 - HolKeys v m 1 Connestiig kvM

(@ General AMT Info
AMT Version and Features

O kv
rele Remotely control device

> B soL
Serial Over LAN

Profile User Consent
{8 Hardware Information
Memory, CPU, efc.

) AuditLog

Device ¥ : ! View device audit iog

ode 1 =8 Event Log
View device events

© Alarms

Cancel  Submit Manage device alarms

& Certificates
Manage cerificates

Q_ Explorer

Send WSMAN commands

&% Network Seftings
View network settings

@ TLS Settings

View TLS configuration

14
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e Displays device hardware and AMT-specific details.

Net "p client
192.166.1.105

(@ Dashboard

System Summal
& IEEE 802.1x v v

ummary of CPU and Chassis informatio

= Win cey Intel(R) Core(TM) i7-7700T CPU @ 2 90GHz

Manutacturer: LENGVO
>

Model 10MVO00UUS

Profiles

Serial No MJOTO1W3

e Domains Version ThinkCentre M310q

3 Device:

Memery Summary

Sumr I |

Storage

Summary

9.3 Logs

BIOS Summary
Summa 08 atior

Manufacturer LENOVO

version M1AKT56A
Release Date: July 27, 2022 3:00AM

Target S Not Applicable

L

Motherboard Summary

Manuracturer LENOVO
Model 3108
Serial No:

version SDKO0J40697 WIN 3305116687053

¢ Audit Log - administrative actions

© Notsecure

General AMT Info
AMT Version ana Featur

:0]

Hardware Information
wMemory, CPU, ete

Audit Log

Event Log

§ Alarms

anage device alar

Certificates
tif

Explorer

Network Settings
View NEmOrK Setings

TLS Seltings

client
192.166.1.105

@ IEEE 802 1x Audit Log (2051)

Event
= Wireloss

KVM Enabled
>

Performed Power Up
@l Profiles

AMT Time Set
wr Domains

AMT Time Set

L@ Devic

TLS Trusted Root Certificate Added

AMT Provisioning Started

AMT UnProvisioning Started

TLS Trusted Root Certificate Added

AMT Provisioning Started

AMT Time Set

Description

Keyboard-Video-Mouse was enabled

Remole power up initiated
Command: None
fal Command Parameter Low Byte

Spec

Command received to set Intel AMT local
Time: 2022-10-05 12:26:26 40300 EEST

Command received to set Intel AMT local
Time: 2022-10-05 12:25: 300 EEST

TLS trusted root centifica
Certificate serial number.

as added

Time

Oclober 5, 2022 12:40PM (about 3 years ago)

October 5, 2022 12:39PM (about 3 years ago)

I time
October 5, 2022 12:26PM (about 3 years ago)

It
e October 5, 2022 3:25PM (about 3 years ago)

October 5. 2022 3:17PM (about 3 years ago)

04:

Intel AMT transitioned to setup mode.

Intel AMT UnProvisioned Started.
Initiator Remote WSMAN

TLS trusted roo! certificale was added
Certificate serial number.
04373300000

Intel AMT transitioned to setup mode.

2 12:17PM (about 3 years ago)

October 5, 2022 12:16PM (about 3 years ago)

October 5, 2022 12:12PM (about 3 years ago)

00000000000000000000000000

October 5, 2022 12:12PM (about 3 years ago)

Command received to set Intel AMT local time.

Time: 2022-10-03 10:42:12 +0300 EEST

January 1, 2004 2:00AM (aimost 22 years ago)

tems per page: 1

®

:0}

General AMT Info
AMT Version a f

Hardware Information
vy, CF

Audit Log

View device audit log

Event Log

Alarms

Certificates

Explorer

Network Settings

TLS Settings

15
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e Event Log - system-level AMT events

© Not secure

Netop BB 2 B O ¢ % O i

192.150.1.105
(M Dashboard

>
@ IEEE 802 1x Event Log (0 entries)

No Event Log (® Ganeral AMT Info
= Wireless AMT Version ana Features
’ >

) KVM
bt Re: ely conf e
E Profiles B SoL
wrre Doma
@ Hardware Information
wemor
[0 Devices
D AuditLog
Vie audit log
—8 EventLog

ot
© Alarms

anage device alar

Q_ Explorer

£ Network Sattings
View network

TLS Settings

:0)

9.4 Alarms

e Displays any AMT alarm events.

Net P client Z B @ ¢ W O i

192.168.1.105

(1 Dashboard

>
@ IEEE 802 1x Alarm Service
- o (® General AMT Info
= Wirsless + Add New AT Ver a Featur
srm Nar [ KM
i Remotely cont
& Profiles terval B SoL

o= interval in minutes for & periadic slarm, O for zingle alarm

@

Hardware Information

12/12/2025 = Memory
[T Devices
) Audit Log
ou p— e a
12 T 00 -

-2 EventLog

& Delete on completion

@ Aams
Manage device alarms

&) Certificates

Q, Explorer

& Network Settings
networ

.0]

TLS Seftings

16
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9.5 Certificates

e Shows certificates stored on the AMT device.
e To add a certificate:
o Press Add New and follow the instructions.

9.6 Explorer

e Allows navigation through device information and AMT
configuration areas.

9.7 Network Settings
e Shows network configuration for the AMT interface.

9.8 TLS Settings

e View or configure TLS security parameters.

10. Main AMT Functionalities
10.1 Reset

e Reboots the device using AMT remote control.
10.2 Sleep
e Logs the user off, placing system in sleep.

10.3 Soft-Off

e Powers down the machine.
e After shutdown, pressing Yes will power it on again.
¢ You will be prompted to enter the AMT Monitor code again.

17
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10.4 Incorrect Code Handling

e Ifawrong KVM/SOL code is entered, an error screen appears
requesting a valid code.

10.5 Power Up to BIOS

¢ Allows remote boot directly into BIOS (requires correct AMT
authorization code).

11. Activation Sequence Summary

Guest selects Host.

System creates AMT activation profile.

Profile + encryption key exported to Host.

Host runs rpc.exe, communicates with vPro firmware.
Host activates device.

Host sends status result back to Guest.

oW =
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