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1. Overview

This guide explains how to configure, activate, and manage Intel AMT (Active
Management Technology) devices using a Host-Guest architecture.
The workflow involves:

o Selecting a Host device with Intel AMT/vPro.

« Creating and exporting an activation profile.

« Using the Host to activate the AMT device.

« Managing the device through the console (KVM, SOL, logs, certificates,
power functions, etc.).

2. Prerequisites

Install both applications:

Host application (must be installed on a device with Intel AMT /vPro support)
like the one from the image below:
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Guest application (client interface used to manage Host) - Ensure network
visibility between Host and Guest.
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For the AMT Console, 8181 port has to be available as this is the port on which
the Console HTTP server will listen. More details about AMT Console
configuration can be found here.

3. Create the domain

e In the Guest application, open Tools menu and select AMT

Console.
G Netop Guest Ex = O X
File Connection Edit View | Tools | Help
EA J‘ L R 1558 Program Options |

File Manager Options
I AMT Conscle
Log Setup

Maintenance Password ~ Netop Portal ~

Communication profiles

[l Phonebook "1 Guick Connect Recordings ";4_’ Script S Inventory
Host

Mame:

Communication profile

Edit... New... Log out MNetRom ~
Check For New Updates
Connect @ Filter RlasSSupiV iz
Copy Guest to removable media
Intel vPro
Name Address  / Wersion Status
Netop Metwork { Windows Metwork | Intel vPro f
2

e The AMT Console is opened in browser.


https://device-management-toolkit.github.io/docs/2.29/Reference/Console/configuration/?h=8181#configuration-variables

Console v1.18.1
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Login

LOG IN

© 2026 Intel Corporation

Fill in the login credentials:
o username: standalone, password: G@ppmOym.

Then, press Log in button. The AMT Console dashboard is displayed.

Netop

Console v1

181

(3 Dashboard

Q@ IEEE 802 1x

[a

0 i [o

2 Manage Your Device

Total Devices
1 Add a new device
Get started an Understand Security Deploy
Néw to the 100lKil? See the documentation 1o léam the basics first. ‘Confuséd about Security 1opics? Learn about passwords, Vault, @ Ready 10 move 1o Production? Check out our deployment guide M
(Coming Scon)

certificates, and more.

In the Domains section, press Add new button to create a domain.
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Net P Consolevi.18.1
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Net '\p Console v1.18.1

(A Dashboard New Domain

«» we i GOMain (@x. AMT Domain

& Profiles

wr Domains
(©)Certificate Not Yet Uploaded

[0 Devices
=

e Fillin:
o thename: e.g. PC123
o domain name: intel.vprodemo.com (the FQDN that is
associated with the provisioning certificate (i.e.
amtdomain.com)).
e Press Choose File button and add the certificate for vPro.
e Insert the password: P@sswOrd.
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e Press Save button.

PC123

Enter a name to give this domain (ex. AMT Domain)

intel.vprodemo.com

Enter the FQDN that is associated with the provisioning certificate (i.e amtdomain.com)

Choose File (P cCertificate Uploaded

srssssns @

The password for the provisioning certificate

CANCEL SAVE

e The domain is created and displayed in the Domains section.

Net "p Console v1.18.1

Add New

() Dashboard Domains
@ E X

= W Nan Domain Suffx Expiration Date

P PC123 inted Vprogema.com 05/27/2026 - 4 MONINS FEMaining o
= page: | 25

w= Domains

L0 Devi
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4. Create and activate the ACM profile

e In the Guest application, select the IP of the Host with Intel
AMT /vPro.
e Open Connection menu and select AMT Console Activate ACM.

@ Metop Guest Ex = (m] *
Eile | Connection | Edit Wiew Tools Help
el Remote Control Jh s ‘;’J
; File Transfer 1 . }
5] o F' History . Help Request # Recordings "# Script b Inventory

Cha

H| Audio-Video Chat Communication profile

| Remote Management " ‘ Netop Portal i
Tunnel

| AMT Console Activate ACM Edit... Mew... Log out MetRom ~

AMT Console Activate CCM
D trat
Semenstrate operties... -o Reload

4 Run Program
Execute Command

Host ID Operating System
Send Message
53a4ca47f92...  Micosoft Windows 11 Pro
Ronioy ofa3065edea...  Ubuntu 22.04.5LTS
Get Inventory 1d4e4d15327... Ubuntu 20.04.1LTS
53bibb4dch... Mac 05X 10.15.7

- 1a0d4eb3fdD...  SUSE Linux Enterprise Serve...
Local File Transfer

( Netop Network § Windows Network /Intel vPro f

[

e Create Profile form is displayed.
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@ Netop Guest Ex — O
File  Connection Edit Miew Tools Help

HeEE MRS el X e e |

[ Phonebook ' Guick Connect 2 Conmections 7 History . Help Request % Recordings ’f:‘ Script  5b Inventory

Host Communication profile
Mame:
~ ‘ Netop Portal ~
Edit... New... Log out MetRom ~

Create Profile

X
D Reload

Profile Information

T
a

Domain:
Operating System

Microsoft Windows 11Pro
MEBx Password: Ubunitu 22.04.5LTS

Ubuntu 20.04.1LTS

Mac OS5 X 10.15.7

SUSE Linux Enterprise Serve. ..

T -

Ok Cancel

’— Netop Network | Windows Network [ Intel vPro /

For Domain, fill in the domain created previously (“PC123”).

e For MEBx Password: any password that the user sets in BIOS
when the AMT device is installed. More details about the MEBx
password can be found in Intel AMT Configuration Utility User
guide.

e Press Ok

e The Console is opened. A message that the ACM profile is

activated successfully is displayed.


https://www.intel.com/content/dam/www/public/us/en/documents/guides/amt-configuration-utility-user-guide.pdf#page=14&zoom=100,82,353
https://www.intel.com/content/dam/www/public/us/en/documents/guides/amt-configuration-utility-user-guide.pdf#page=14&zoom=100,82,353
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Net ‘p Console v1.16.0

(A Dashboard
Q IEEE 802.1x m 1 T Eﬁ
Total Devices
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<>

@ Profiles

Get started Deploy
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[0 Devices
T

i

e Open the Profiles section to see the ACM profile. This is activated
in admin mode.

Net '\p Console v1.18.1

{3 Dashboard Profiles + Add New

@ IEEE 802 1x

= Wireless Nam Network Config C fig Activation Moge
an Adminkogerofile DHCP te W &

AminTe DHCP mactivat |
@ Profiles

ClientModeProfile DHCP Server & Non-TLS Authentication ccmactivate m &
s Domains

TESINETROM DHCP ccmactivate W &
L0 Devices

fthithinfg DHCP ccmactivate W &

tems perpage: | 25 v 15015

5. Add the AMT device

e Go to the Devices section and press Add new button.

10
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DE

Console v1.15.0

Devices Add Ne
I
e
ter text o fier cumrent
a fostname: Tags Actians
[ 192168.1.105 (client) b % O m 2

e Add a New Device form is displayed.

+ Adg New

Devices

Filter Devices.... Filter Tags -

Enter tex! o filter current page Add a New Device

B ...

[0 192.168.1.105 (client)

e For Hostname, fill in the Host IP.
e For Friendly Name, fill in any label.
e For Username, fill in “admin” (default).

11
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e For Password: G@ppmOym, the same password used during Host
login.

e For AMT 14 or higher the user must check the two TLS
checkboxes. Otherwise, they should be left unchecked.

e Press Submit button.

Netop

A Dashboard

@ IEEE 802 1x

[0 Devices

Devices + Add New
Filter Devices.... Filter Tags -
Enter text to fier current page

Add a New Device
(m) Hostname Actions.
[0  DESKTOP-VPRO (DESKTOP) admin O % O m 2z
ltems per page: | 25 v 1-1001 1< < > >l
Use TLS
Allow Seil-Signed Certificates

e After submission, the device appears in the list.

Console v1.15.0

Devices

O rosname Tags

O R O m 2z

a 192.168.1.105 (client)

12
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6. View General AMT Information

e Select the device to open the General AMT Information page.
From here, you can access all AMT functionalities.

Netop  cConsole vi.16.0

a  AMTDevice .
() Dashboard @ AMiDevi Z @ ©®© ¢ W O
O IEEE 802.1x
AMT Summary AMT Enabled Features
= Wireless
) General AMT Info
AMT DHCP DNS $ prog
>
ONS " .
0 KvMm
@ Profiles 18.1.18
2682 )l
v Domains soL
AMT SKU Intel® Active Management Technology uppo!
[0 Devices £ Hardware Information
O
D Audit Log
kv
=8 Eventlog
© Aams

@ Certificates

Q, Explorer

7. Menu Options for vPro Device
7.1 KVM (Keyboard-Video-Mouse)

e To use the KVM, select the KVM option from the menu.

Net~ p  Consolevi.16.0

AMTDevice

192 168.1.176

Choose encoding fype Oisplay Selaction

RLE 8 ~  Display1 v HotKeys =8 sen _ & Connecting kvi

(@ General AMT Info

AMT Version ang Features

KvM
Profi Remotely controt device

B SOoL
Serial Over LAN
Enable KVM
{8 Hardware Information

Memary, CPU. elc

© Audit Log

View device audit log

=8 Eventlog
View device events

© Aarms
Manage device atarms

& Certificates

Manage certificates

Q_ Explorer

Send WSMAN commands
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e To enable the KVM mode a user consent code has to be entered in
the User Consent form. This code is generated on the AMT device
and has a six digit format.

Ne[ \p Console v1.16.0

d a AMTDevice 5 .
192.168.1.176
|EEE Choote encosing type T :
RLE 8 i Display 1 v Hot Keys :

(@ General AMT Info
AMT Version and Features

O kWM
Remotely control device
User Consent
B soL
Serial Over LAN

£ Hardware Information
Memory, CPU, etc

382576

£ AuditLog
View device auditlog

=8 Eventlog

View device events

© Aams
‘ ’ Manage device alarms

& Certificates
Manage certficates

Q_ Explorer
Send WSM

e The KVM is started and the user is connected to the vPro device.

Net*p Console v1.16.0 H® ® 0O

() Dashboard _A’VfTQCX'CC 7 @ © ¢ W O i

Q@ IEEE 802.1x Mare Power Options...

= Wireless :
General AMT Info

>
O KvMm
@ Profiles
sol
w Domains
[0 Devices - Noo Corporate # Hardware Information
Audit Log
Event Log
Alarn
ificat
Expl
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7.2 Hardware Information

e Displays device hardware and AMT-specific details.

x

Netcp " N P i S . TF A SHIF . @ ~

Net P Consolevi.igl
Dashboard

IEEE £02.1x

System Summary BIOS Summary

) General AMT inf
cPU: Intel(R) Core{TM) Utra 5 235H Menfactire ASUST=K COMPUTER INC. .

Manufacturer ASUSTeK COMPUTER INC. Versor CRARLVS7.0028.2025.1020.1544 ] KM

Model NUCTSCRKV: 3 Octobar 29,2025 200AM
» Domair o
- sriel Na TAARY 2009471 MPX Not Applicable

(G Devices version Q0AROOR2-MOOOM
Dev ‘ Hardware Information
domory, COU

D AuditLog

Memory Summary Motherboard Summary
. T g EventLog

Menufecturer SUSTeK COMPUTER INC.
NUC1SCRBVS
T3ARG2005128

%) Centificates
S00KO-MBMAOT

Storage Summary & Network Settings

KINGSTON SKC300055126

7.3 Logs

e Audit Log - administrative actions

Netep ] NUC 1 Secured (HTTPS] v TRL HIFT ¢, ©- ARX

Net~p
OIS 0 2B O 0%
Q iEEsoans

D General AMT Info

6PM (27 days ago 0 KM
Profile L
253PW (27 doys

w Domaint

@ Hardware Information

Audit Log

8 EventlLog
3 Alarms
{3 Certificates

41007b33001173292 080 eS80 6362 7490

Y Explarer

X0D00000000000000000K
& Network Settings

1025 10:45AM (27

1025 701AM (27 days ago; D TLS Settings
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e Event Log - system-level AMT events

7.4 Alarms

e Displays any AMT alarm events.

Netep NUC 15 Pro Socured (HTTPS) . I CWRL AT SHFT (. @- S

Alarm Service

B, Metwioek Seftings

(& TLS Seftings

7.5 Certificates

e Shows certificates stored on the AMT device.

16
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e To add a certificate:
o Press Add New and follow the instructions.

7.6 Explorer

¢ Allows navigation through device information and AMT
configuration areas.

7.7 Network Settings
e Shows network configuration for the AMT interface.

7.8 TLS Settings

e View or configure TLS security parameters.

8. Main AMT Functionalities
8.1 Reset

e Reboots the device using AMT remote control.
8.2 Sleep
e Logs the user off, placing system in sleep.

8.3 Soft-Off

e Powers down the machine.
e After shutdown, pressing Yes will power it on again.
¢ You will be prompted to enter the AMT Monitor code again.
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